
Secure your data: Security is no 
longer only for experts 

Protecting your most valuable assets from ransomware
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Connect: @oracleaceFacebook.com/OracleACEsaceprogram_ww@oracle.com

450+ technical experts 
helping peers globally

The Oracle ACE Program recognizes and 
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Nominate 
yourself or someone you know:

ace.oracle.com/nominate
For more details on Oracle ACE Program: 
ace.oracle.com

Oracle ACE Program Group

http://acenomination.oracle.com/
bit.ly/OracleACEProgram
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Ransomware: One of the Most Dangerous Cybersecurity Threats

Average total 
cost of 
remediating  
$1.85M 
(source: Sophos)

24-days average 
downtime in Q2 
2022, whereas in 
Q4 2021 it was 
20-days
(source: Statista)

Multi-billion 
dollar economic 
impact on the U.S. 
in 2023
(source: Emsisoft)

Over 4,000 
attacks daily 
(source: FBI)

4 May 2024

https://www.sophos.com/en-us/press-office/press-releases/2021/04/ransomware-recovery-cost-reaches-nearly-dollar-2-million-more-than-doubling-in-a-year.aspx
https://www.coveware.com/blog/q3-2020-ransomware-marketplace-report
https://blog.emsisoft.com/en/36534/state-of-ransomware-in-the-us-report-and-statistics-for-q1-and-q2-2020/
https://www.fbi.gov/file-repository/ransomware-prevention-and-response-for-cisos.pdf


Ransomware Attack Vectors

• Phishing
• Watering hole sites
• Fuzzed URLs for common services
• Unpatched systems
• Open Remote Desktop Protocol
• Compromised accounts
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Anatomy of a Ransomware Attack

Ransomware attacks are seldom targeted

Frequently use “Malware as a service” and existing botnets

Highly automated, high-volume attacks 
• Designed to generate revenue
• Transactional, business-like
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Ransomware is an evolving threat
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“Malicious actors have adjusted their ransomware tactics 
over time to include pressuring victims for payment by 
threatening to release stolen data if they refuse to pay 
and publicly naming and shaming victims as secondary 
forms of extortion.”

“The occurrence of multiple extortion 
schemes increased strongly during 2021. 
After initially stealing and encrypting 
sensitive data from organisations and 
threatening to release it publicly unless a payment is made, 
attackers also target the organisations’ customers and/or 
partners for ransom to maximise their profits.” 

2019

Ransomware is a type of malicious 
software, or malware, designed to 
deny access to a computer system or 
data until a ransom is paid.

“The threat is VERY HIGH”
“Any organisation is a potential target”

Multiple ransomware variants now target 
Linux servers
• RedAlert
• Royal
• Clop

• IceFire
• DoppelPaymer
• Lockbit

2022

2021
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“Security is no longer only for 
experts”



Ransomware Attack Breakdown
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Lateral Movement: Placing payload in 
any accessible storage mount point.
If the storage is backup protected, the 
ransomware lets the backup process 
commence, propagating onto the 
backup system.

Data Exfiltration: scraped data from 
infected systems and copy to external 
command and control systems

Ransomware Attack
Interactive Process, Remotely managed by Humans

Last stage: Encryption 
Make as much of the target’s 
environment as possible unusable until 
the have the decryption key

Request ransom 
payment

Lateral Movement : Backup 
System Infected, backup files 
canceled, backup devices made 
inoperable by DDoS attack

Initial Attack: Hacker 
team starts malicious 
activity setting up their 
command & control 
center

Attack Vectors : credential 
harvesting/stealing, phishing 
email, fake advertising and 
software upgrade

Initial Infection: once on user’s PC, ransomware stays 
quiet for long time, while mapping the network and 
gathering data

Credential Theft: harvesting local, domain 
and network access privileged credentials

Reconnaissance: Searches 
for other systems and for 
any vulnerable locations on 
the network
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HELLO!

YOUR STORAGE WAS COMPROMISED.
YOUR FILES ARE IN OUR POSSESSION.

FOR THE MOMENT ALL YOUR FILES AND FOLDERS ARE SAFE. THEY HAVE BEEN MOVED TO OUR SECURE 
SERVERS AND ENCRYPTED. IF YOU WANT YOUR FILES BACK OR DO NOT WANT THEM LEAKED PLEASE SEND 
3.5 BITCOIN TO THIS BITCOIN WALLET: 1DHtv7TPk1VoGchJJs21dzKfLxRtTTFNGf

YOU HAVE UNTIL THE 3rd of JULY 2024 TO MAKE THE PAYMENT OR YOUR FILES WILL BE AUTO-DELETED FROM OUR SERVERS, 
LEAKED OR SOLD.
YOUR UNIQUE ID IS: 148.71.84.153
PLEASE EMAIL US YOUR ID AND PAYMENT CONFIRMATION TO: 
cloud@mail2pay.com
AFTER THE PAYMENT CONFIRMATION YOU WILL RECEIVE INSTRUCTIONS ON HOW TO DOWNLOAD ALL YOUR FILES BACK.

How to obtain Bitcoin:
The easiest way to buy bitcoin is the LocalBitcoins site. 
https://localbitcoins.com/buy_bitcoins
!!! ATTENTION !!!
Even if all your files are backups and you have a copy of them, do not disregard this message.
Considering the huge amount of sensitive and private information we harvested, we reserve the right to LEAK or SELL all your data, if 
no payment is made.

THANK YOU FOR YOUR COOPERATION.
Cl0ud SecuritY
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Typical Results

Pay the ransom
• Possibly get the decryption key 

and get your data back
• Law enforcement may be able to 

recover some of the ransom

Don’t pay the ransom
• Rebuild your systems from backup
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Recommended Defense Against Database Destruction
Immutable offline backup

Good 
Offline backup to storage 
media like magnetic tape

Better 
Oracle Database Cloud 

Backup Service

Best 
Zero Data Loss Recovery 

Appliance
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A peek inside the Hacker’s tool chest
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How do you protect the database?
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Implement a secure 
configuration and 
monitor for 
configuration drift

Control access to the 
data

Encrypt the data and 
protect the encryption 
keys

Monitor access to the 
data

• Use native auditing 
capabilities to capture 
high-value activity

• Use network-based 
monitoring to examine 
ALL activity

• Enforce least privilege
• Control privileged user 

access to data
• Enforce separation of 

duties
• Establish and enforce a 

trusted path to data

• Encrypt data in motion 
and at rest

• Protect against network 
sniffing attacks

• Protect against data 
scraping attacks (eg: 
ransomware)

• Ensure your database 
configuration follows 
policy

• Monitor for configuration 
drift



2000+ PB Protected Databases
Leading Financial Services, Semiconductor, Insurance, Utilities
Transportation, Manufacturing, and Government organizations
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Zero Data Loss
• Real-time Transaction Protection

Best Database Recovery
• End-to-End Recovery Validation

• Fast Restore to any Point-in-Time

• Resilient Ransomware Recovery

Minimal Impact Backups
• Incremental Forever

• Backup Processing Offloaded

Cloud-Scale Protection
•  Enterprise Scale-Out Platform

•  Unlimited Cloud Archive Tier
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Recommended Defense Against Database Destruction
Zero Data Loss Recovery Appliance



Real-Time Transaction Protection
Incremental Forever Backup

Transaction Protection + Resilient Recovery + Cyber Vault + Cloud Archive 
Recovery Appliance: Engineered for Cyber Resiliency

All Supported 
DB Versions & 

Platforms

Immutable Backups**
Fast, Validated 

Zero Data Loss Recovery

Archive to Immutable 
Oracle Cloud Storage

TDE Encryption &
Recovery Validation

Copyright © 2024, Oracle and/or its affiliates18 ** SEC 17a-4(f) Compliance Assessment

Incremental Forever 
Replication via Secure 

Dedicated Network
ZFS

Archive to Immutable
ZFS Storage

Cyber Vault

https://www.oracle.com/a/ocom/docs/engineered-systems/recovery-appliance-compliance-assessment-report.pdf


How Oracle look at Database Security
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Users and applications 
connecting to your database 

are prime targets

Users

Data stored in a database is 
your organization’s most 
valuable asset, but also a 
source of significant risk.  

Data

Prevent unauthorized or 
out-of-policy access to data

Prevent

Detect attempts to access 
data, especially attempts 
that violate policy

Detect

Assess the current state of 
security for the database

Assess

Data
& Users



Database Baseline Security
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Users

Applications

Database 
Auditing

Network Encryption

Key to Database Security Controls

DetectPreventAssess

Privilege Analysis**

*  Included with Database Cloud, additional cost on-premises

Data Safe*

Database 
Security 
Assessment 
Tool (DBSAT)

Discover Sensitive Data

Identify Users and their 
Entitlements

Assess Overall Security

Password Discipline
Strong Authentication

**  Only available with Enterprise Edition

Centrally Managed Users **

Enterprise User Security **



Understand how (in)secure is your database
• Database securely configured
• Identify privileged users and risks you carry
• Discover your sensitive data for regulations

Actionable Reports
• Summary and detailed reports
• Prioritized recommendations
• CIS, STIG, GDPR findings

Analyze Oracle Database 11g and later
Stand-alone tool: Quick, Easy

FREE to current Oracle customers

Let DBSAT help assess your security profile
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Users?  
Entitlements?

Database 
Securely 

Configured?

Sensitive 
Data?



Easy to install andrun

Download DBSAT 3.1 today from
https://www.oracle.com/security/database-security/assessment-
tool/

Collect security config data by running ‘dbsat collect’ on the target  Run ‘dbsat 
report’ to generate security assessmentreport
Run ‘dbsat discover’ to generate sensitive data report

10 Copyright ©2021 Oracle and/or its affiliates.
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Track privilege/role usage by a database user for a period of time
Identify and consider removing unused privileges
Minimal performance impact – processing done during report generation

Moved to core database in 2019. No dependency on Database Vault Licensing.

Privilege Analysis
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Create …
Select …
Update …
DBA role

….

Custom 
applications

DBA

Unused Roles/Privileges
Audit, Consider Removing

Used Roles/Privileges

Keep



Maximum Security Architecture
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User

Application

Keys actions for database security

Access

Data-driven features

Transparent 
Data 
Encryption

Key Vault

Data Redaction

Database
Firewall

Events

Virtual Private Database

Label Security

Real Application Security

Data Safe

Audit Data & 
Event LogsAudit Vault

Varningar

Rapporter

Regelverk

Data Safe

Data Masking
and Subsetting

Test Dev

Database Vault

Blockchain Tables

Immutable Tables

Prevent Detect



Encrypted Network Connection

(TLS or Native Encryption)

Recommended Defense Against Database Exfiltration & Extortion
Oracle Transparent Data Encryption (TDE) and Oracle Key Vault
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Encrypts entire application tablespaces or an application column
Protects the database files on disk and in backups
Integrated with the Oracle technology stack, no application changes required
Separate Key Vault server which removes the keys from the database server
Regulatory compliance for personal data (GDPR, CCPA), patient data (HIPAA), credit card data (PCI-DSS)

Applications

Clear Data

Software 
Keystore Key Vault

OTHER
TABLESPACE

HCM
TABLESPACE

Disks

Exports

Off-Site Facilities

Backups

Encrypted 
Data

DF11233   U*1
$5Ha1qui   %H1
HSKQ112   A14
FASqw 34 £$1
DF@ £!1ah  HH!
DA45S&  DD1



Additional ways of beating the odds for Ransomware on Oracle 
Databases

Known software vulnerabilities are a common 
vector
• Shorten your patch cycles to apply patches soon 

after release
• Consider using Autonomous Database, where 

patches are automatically applied very quickly 
after release

Most attacks target the Windows platform
• Consider running your database on Linux/Unix
• Consider running Exadata with a small 

installation footprint of Oracle Linux to reduce 
the attack surface

Limit and monitor access to the database
• Consider running Database Vault, Database 

Firewall and Audit Vault
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Ransomware may not propagate 
to other data centers
• Consider having a Data Guard 

standby in another 
location/network

Most attacks encrypt the 
attached file system
• Consider Oracle ASM for 

storage. Because ASM is a raw 
file system it is difficult for 
malware to locate. Encrypting a 
raw file system AND providing a 
way to decrypt it is not trivial



Analysts Agree: Oracle #1 

KuppingerCole Oracle #1
Overall for Database & Big Data security

Database+Big Data Security Leadership 
Compass, Q2 2023

https://blogs.oracle.com/datawarehousi
ng/post/oracle-autonomous-database-
named-a-leader-in-the-forrester-wave-
cloud-data-warehouses-q2-2023

Forrester Oracle #1 
“Security” criterion (4.5/5)

Database-as-a-Service Wave, June 2019

https://go.oracle.com/LP=82715

Gartner Oracle #1 
“Operational Use Cases” criterion 

Critical Capabilities for Cloud DBMS, Dec. 
2023

https://www.oracle.com/news/announc
ement/2023-gartner-cloud-database-
management-systems-2024-01-16/
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https://www.oracle.com/news/announcement/2023-gartner-cloud-database-management-systems-2024-01-16/
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SQL Injection risk continues to be hacker’s
 favorite choice

Top 10 OWASP Web Application Security Risks 
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Software and Data Integrity Failures

Security Logging and Monitoring Failures 

Identification and Authentication Failures 

Vulnerable and Outdated Components

SQL Injection

Broken Access Control

Insecure Design 

Security Misconfiguration 

Server-Side Request Forgery 

Cryptographic Failures

1

2

3

4

5

6

7

8

9

10

Reference OWASP Top 10

Top 3 most serious 
risk since 2017 

SQL Injection remains the most common and dangerous database attack pattern for data-driven web applications!

https://owasp.org/Top10/


Kernel-resident SQL Firewall (built into Oracle Database 23ai)

Application

SQL Commands

ü

|

X

Authorized SQL

Violation log

Unauthorized SQL

Execution 
context

Regular SQL 
Processing

Policy

Direct user

SQL Firewall

Key points to remember

• Strategically positioned
• Not possible to bypass
• No client-side 

configuration changes
• Quicker deployment
• Scales easily across 

your database estate
• Visibility into ALL SQL 

traffic regardless of 
origin

Available for Oracle Database Enterprise Edition (version 23ai and later)

Copyright © 2024, Oracle and/or its affiliates 

ai



SQL Firewall – Protect from SQL injection and unauthorized access

Provides real-time protection against common database attacks by restricting database access to 
• authorized connections
• authorized SQL statements

Block or monitor any violations
Mitigates risks from SQL injection attacks, anomalous access, and credential theft/abuse
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Available for 23ai databases only



Built-in capabilities and cloud-native services 

Oracle database security helps protect against attacks 
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Configuration 
drift

Attack Data theft Compromised 
backups from 
ransomware

Lateral movement 
and data access

Limit attack 
spread

Continuously assess your 
configuration and users 
with Data Safe and 
database security 
assessment tool

Identity and Access 
Management (IAM) Data Safe / DB SAT

Recover up to the last 
transaction with immutable 
backups ZDLRA (zero data 
lose recovery appliance) and 
ZFS

Zero Data Loss 
services 

Separates virtualization 
layer from the network 
layer to protect customer 
instances

Isolated network 
virtualization 

Detect suspicious 
activity with Audit Vault 
and Database Firewall 
(AVDF)

Encrypt the data and 
protect encryption keys 
with Advanced Security 
and Key Vault

Advanced Security 
and Key Vault

Audit Vault Database 
Firewall (AVDF)

Seamless identity integration 
with OCI IAM helps decrease 
the risk of attacks with multi-
factor authentication and role-
based access control



Database security product portfolio
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Advanced Security

Data Masking 
and Subsetting

Label Security



Try Everything…for FREE

free-oracle.github.io cloud.oracle.com/free bit.ly/ADB_free developer.oracle.com
/livelabs
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https://free-oracle.github.io/
https://www.oracle.com/cloud/free/
bit.ly/ADB_free


Free hands-on labs that 
help you learn how to use 
the different security 
features and options

bit.ly/golivelabsdbsec bit.ly/asktomdbsec

Database Security office 
hours – second Wednesday 
of each month
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Learn more about database security



OTN:
Blog:

www.oracle.com/database/technologies/security.html 
http://blogs.oracle.com/cloudsecurity/db-sec

NEW: eBook 5th

Edition:https://download.oracle.com/database/oracle-database-
security-primer.pdf
Oracle LiveLabs - Try ityourself:
• DBSAT:https://bit.ly/3w1wwVy
• All Database Security:https://bit.ly/3tTZ6XQ

Learnmore
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Additional Resources
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Oracle Database Security
• https://www.oracle.com/security/database-security/

Oracle Live Labs
• https://apexapps.oracle.com/pls/apex/dbpm/r/livelabs/livelabs-workshop-cards?p100_focus_area=43

Oracle Exadata Database Machine - Maximum Security Architecture 
• https://www.oracle.com/a/tech/docs/exadata-maximum-security-architecture.pdf 

Recovery Appliance Product Central
• https://www.oracle.com/engineered-systems/zero-data-loss-recovery-appliance/

Database Cyber-Attack Protection with Zero Data Loss Recovery Appliance (blog)
• https://tinyurl.com/zdlracyberblog 

Maximum Availability Architecture (MAA) Blogs
• https://blogs.oracle.com/maa/ 

Maximum Availability Architecture (MAA) Website
• https://www.oracle.com/database/technologies/high-availability/maa.html

https://www.oracle.com/security/database-security/
https://apexapps.oracle.com/pls/apex/dbpm/r/livelabs/livelabs-workshop-cards?p100_focus_area=43
https://www.oracle.com/a/tech/docs/exadata-maximum-security-architecture.pdf
https://www.oracle.com/engineered-systems/zero-data-loss-recovery-appliance/
https://tinyurl.com/zdlracyberblog
https://blogs.oracle.com/maa/
https://www.oracle.com/database/technologies/high-availability/maa.html
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Q & A



Thank you
Bruno Reis
Bruno.reis.da.silva@oracle.com
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Our mission is to help people see 
data in new ways, discover insights,
unlock endless possibilities.




